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GENERAL TERMS AND CONDITIONS FOR PROVIDING
E-BANKING AND M-BANKING SERVICES TO RETAIL CUSTOMERS
INTRODUCTORY PROVISIONS
Article 1
The present General Terms and Conditions for Providing E-Banking and M-Banking Service to Retail Customers (hereinafter: General Terms) shall govern the mutual rights and obligations between HALKBANK a.d. Beograd (hereinafter: the Bank) and the Payment Service Consumer, regarding the use of e-banking and m-banking services (hereinafter: e-services).

Tariff of fees for providing services to retail customers is an integral part of the General Terms.

The General Terms are integral part of the Framework Agreement concluded between the Payment Service Consumer and the Bank regarding opening, maintenance and cancellation of current accounts and provision of payment services under these accounts.

DEFINITION OF TERMS
Article 2
Some terms used in the General Terms shall have the following meaning:

1) The Bank is the issuer of the General Terms and the provider of payment services, with the following data:
o   HALKBANK a.d. Beograd, Beograd – Novi

Beograd, Milutina Milankovića 9e,

Republic of Serbia
o   Tel: +381 11 2041 800

o   Faks: +381 11 2041 803

o   E-mail address: office@halkbank.rs

o   Internet address: www.halkbank.rs
o   SWIFT: CABARS22

o   Registration no: 07601093

o   Tax no: 100895809

o   The Bank has the operating license, the

     National Bank of Yugoslavia decision

     O.no.328 of 26.12.1990

o The supervisory authority: National Bank of Serbia, Belgrade, Beograd, Kralja Petra 12 / Nemanjina 17

2) Payment service consumer means any natural person that has concluded a Framework Contract on dinar and/or foreign currency account, which has not been concluded for the purpose of executing business or commercial activity or a natural person executing agricultural activities to whom the Bank approved e-services;



3) E-services  -  means the services that, via the Bank’s electronic platform, enable the use of various types of functionalities and bank services defined by these General Terms, including execution of payment transactions on the computer or mobile telephone.

4) Application form is the Bank’s form on which the Payment service consumer submits a request for the usage of electronic banking services;
5) Payment instrument – means any personalised device and/or a set of procedures agreed between the Bank and Payment service consumer, used by the Consumer for issuing a payment order;
6) User identification – PIN – a set of rules, mechanisms, technological solutions and data for the identification of the authorised Payment service consumer necessary for the use of e-services, by which the authorised Payment service consumer will be identified;

7) The Framework Agreement is the Agreement concluded between the Payment service consumer and the Bank regarding opening, maintenance, termination and provision of payment services on dinar and/or foreign currency current account;

8) Authorised user is a private person authorised by the Payment service consumer to use e-services on behalf and for the account of the Payment service consumer;

9) Current account is any dinar or foreign currency account used for execution of payment transactions and for other purposes relating to the services that the Bank provides to payment service consumers;
10) General Terms and Conditions for Opening, Maintenance and Termination of Dinar and Foreign Currency Accounts and Provision of Payment Services on These Accounts to Private Persons are general terms and conditions defining rights and obligations of the Bank and Payment service consumer, in connection with opening, maintenance and cancellation of dinar and foreign currency accounts for natural persons and farmers and provisions of related payment services (hereinafter: General Terms for Current Accounts);

11) Payment order means the instructions by which the Payment service consumer requests from the Bank the execution of payment transaction. Within the meaning of instant credit transfers, payment order means the instructions of the payer to its provider of payment services for requesting the execution of an instant credit transfer;

12) Time schedule is a special document of the Bank which defines details and deadlines for execution of payment transactions;
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13) Instant credit transfer – domestic payment transaction executed by credit transfer that can be initiated by the payer at any time every day in a year and where transfer of funds to the payee’s account is executed in the manner and within the terms set out in the National Bank of Serbia Decision which regulates general terms and conditions for execution of instant credit transfers;

14) Distributer of e-services  is a company with which the Bank has concluded a special agreement, providing technical solution and support for provision of e-services;

15) Retailer – a payee designated as the receiver of cash against instant credit transfer, based on the request for payment at the point of sale of that Retailer;

16) Request for payment at the Retailer’s point of sale means payment order issued by the Payment service consumer, through the application for initiating instant credit transfer, as the payer charging its account, at the Retailer’s point of sale.

Procedure for approval of the use of e-services
Article 3
The Bank approves to the Payment service consumer the use of e-services for the purpose of execution certain financial transactions, receipt of notifications, managing personal information etc.
The e-service user can be the Payment service consumer with the opened current or other sight account at the Bank.

The Bank approves to the Payment service consumer the use of e-services on the basis of the Application form delivered to the Bank.
It is considered that the Bank approves to the Payment service consumer the use of e-services when the Application form is signed by the person authorised according to the Bank’s internal procedures.

The Payment service consumer allows the Bank, by submitting the Application form, to check all the data stated in the Application form, as well as to collect additional information, and the Payment service consumer is obliged to compensate the Bank for any damage, loss or expenses that would result from submission of untrue and/or uncomplete data.

The Payment service consumer may appoint the Authorised user to use e-services on behalf and for the account of the Payment service consumer. The Authorised user must have current or other sight account opened with the Bank.

The Bank retains the right to reject the request, and/or decides on approval or rejection of provision of electronic banking service, with no obligation to explain its decision to the Payment service user.

Technical requirements
Article 4
The Payment service consumer is obliged to ensure fulfilment of hardware and software requirements for the use of e-services, namely:

· PC and/or mobile telephone;

· Internet access over the PC and/or mobile telephone;

· type and version of Internet browser on PC that supports access to the Bank’s e-banking service;

· installed application for mobile banking published by the Bank for types and versions of operating systems of mobile telephones, downloaded from the official „application store“, for the relevant operating system of the mobile telephone;

· active and valid personal mobile telephone number for receiving SMS notifications, credentials and one-time passwords and codes;
· active personal e-mail address for receiving notifications, credentials and one-time passwords and codes;

The service user is obliged to ensure accurately configured system on the PC and/or mobile telephone on which e-services will be used, as well as a program for antivirus protection with active regular maintenance and updating.

The Bank publishes the minimum set of hardware and software requirements on its website.

Article 5
The Payment service consumer becomes the user of e-services after the distributer of e-services registers the Payment service consumer in its systems. After that, the Payment service consumer may access the e-services requested in the Application form.

Scope and use of e-services
Article 6
E-services provide to the Payment service consumer the following:

1) Insight into balance of all current and other payment accounts of the Payment service consumer with the Bank;
2) Insight into executed payment orders by any of the service within e-services;
3) Overview of statements of account/statements on turnover of executed payment transaction by the Payment service consumer in the specified period of time
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4) Execution of transactions, namely:
· Transfer of funds between the accounts of the Payment service consumer with the Bank,
· Transfer of funds between accounts of two Bank’s clients,

· Execution of payment order in domestic payment operations,

· Execution of payment order in international payment operations,

· Cash payment into the credit card of the Payment service consumer with the Bank,

· Exchange operations,

· Payments confirmed by the Payment service consumer by one authentication factor according to predefined list of payees, which can be extended by the Payment service consumer’s payment, 

· Issuing requests for payment at points of sale of retailer, by standardized two-dimensional mark – QR code, through the system of instant credit transfer,

And other services in accordance with terms and conditions for the use of single service within e-services which will be subsequently introduced by the Bank, of which the Payment service consumer shall be notified in a timely and agreed. 
Apart from the above-mentioned, e-services enable also managing personal finances; change of personal information; communication channel with the Bank regarding all established relationship of the Payment service consumer with the Bank; managing notifications by which the Bank notifies the Payment service consumer on executed payment orders; managing daily and monthly limits in the country and abroad on all payment cards provided to the Payment service consumer for use.

Accessing e-services
The Payment service consumer can access e-services in the manner provided through the appropriate service:
1. E-banking – by using internet browser on the computer;
2. Mobile banking – by using the application downloaded from the publicly available „App store“ for the relevant operating system of mobile telephone;
Identification and authorisation
Identification:

1) E-banking – When accessing the e-banking service, the Payment service consumer identifies itself by entering unique username and password created by the Payment service consumer.
2) M-banking – When accessing the m-banking service, the Payment service consumer identifies itself by entering a unique PIN code created by the Payment service consumer.


Authorisation:

1) E-banking – Transaction executed through e-banking service is authorised, if it is executed by the Payment service consumer as provided in the section „Identification“ and verified by entering the password provided to the Payment service consumer by the Bank.
2) Mobile banking – Transactions executed through m-banking service is authorised, if it is executed by the Payment service consumer as provided in the section „Identification“ and verified by entering a PIN code created by the Payment service consumer.
Article 7
The Bank reserves the right to make technical changes in the manner of providing e-services that does not alter the contents and volume of these services, of which it notifies the Payment service consumer by e-messages which are received in the installed application, and/or other available channels (sending notification to the designated e-mail address. These changes are not considered amendments and supplements to the General Terms.
When using e-services, the Payment service consumer is obliged to comply with the legal provisions, General Terms and Conditions for Current Accounts and these General Terms. 
Execution of payment orders

Article 8
The Bank executes payment orders through e-service within the terms and in the manner defined by the Time schedule.
The Bank will execute the payment order based on the data that the Payment service consumer entered in the payment order. The Payment service consumer is authorised for the control and accuracy of data entered in the payment order by e-services. 

The Payment service consumer is obliged to obtain sufficient cash on the payment account for the execution of the relevant payment order, including the amounts of fees, calculated and collected in accordance with the tariff of fees regulating fees for retail customers.

The Payment service consumer provides a consent for the execution of a payment order debiting the payment account, by authorising the payment transaction by PIN or SMS OTP issued by the Bank.
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The Bank executes payment orders in the order of their receipt. The Bank shall not execute payment orders partially.
The user bears all responsibility regarding authorised payment orders, with regard to their automatic execution. 
The Bank notifies the Payment service consumer both of the receipt of the payment order, by debiting payment account of the Payment service consumer through e-services, and of the execution of payment order. The notification of the receipt of payment order does not mean that the payment order will be executed, but only that it is received for execution.

The Bank shall execute the payment order submitted to the Bank by e-services, if the following conditions are fulfilled:

· Payment order includes all obligatory elements prescribed by applicable regulations;

· On the payment account there is coverage for transaction execution;

· Consent for execution is provided in the manner defined by the General Terms;

· There are no legal or other obstacles for the transaction execution.

The Bank is not responsible for non-execution and irregular or unauthorised execution of payment transactions by e-services:

· If the execution of unauthorised payment transaction, non-execution and/or untimely execution of payment transaction results from a fraud, wrong data entered by the Payment service consumer or if the Payment service consumer does not fulfil obligations arising from the General Terms, with regard to taking protection measures for authentication tools;

· If it is found out that the payment order for debiting payment account of the Payment service consumer is falsified;

· If the execution of unauthorised payment transaction results from the use of a stolen or lost authentication tool;

· If the Payment service consumer submits a payment order with incorrect number of payment account.

The Bank informs the Payment service consumer of all changes on the payment account, including those executed by e-services.

Execution of Payment request at Retailer’s point of sale
The Bank provides by m-banking application to the Payment service consumer issuing the Request for payment at the Retailer’s point of sale by selecting one of the following options within the m-banking application:


1) IPS Scan, which enables presenting the Payment service consumer as the payer by QR code;

2) IPS Show, which enables taking over data from the Retailer by QR code;
The Bank executes the Payment request at the Retailer’s point of sale as instant credit transfer.

The Payment service consumer gives consent for execution of Payment request at the Retailer’s point of sale by entering PIN code before presented its data or taking over data from the Retailer, by QR code.  

Immediately after the execution of the instant credit transfer to the Payment service consumer specified in the previous paragraph, the Bank will show, through m-banking application the following information of the executed Request for payment at the Retailer’s point of sale:
· Clear information that the Payment request at the Retailer’s point of sale has been executed;

· Reference mark for unique identification of the executed payment transaction at the Retailer’s point of sale;
· Currency and amount of the executed Payment request at the Retailer’s point of sale.
Protection of data and confidential information

Article 9
The data regarding the use of e-services (e,g, personal information of the Payment service consumer and Authorised user, financial data of the Payment service consumer etc.) shall be a banking secret.
When collecting and processing personal information, the Bank is obliged to act in accordance with the regulations governing protection of personal information and bank secret.

The Bank shall use personal information of the Payment service consumer only for the purpose of providing e-services.

The Bank and the Payment service consumer are obliged to take high level of safety measures that will protect the Payment service consumer against the risk of loss or abuse of confidential information with regard to provision of e-services.
Obligations and responsibilities of the Payment Service Consumer
Article 10
The Payment service consumer undertakes the following:

· To obtain, use and maintain, for the use of e-services, appropriate computer and communication equipment, which is in compliance with technical requirements prescribed herein;

· That he/she will carry out all actions by e-services in accordance with the Framework Agreement and other regulations;
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· That he/she will take care of the information received from the Bank of all changes on the payment account, review them and notify the Bank of any disagreement or denial of any debt and/or receivables;

· That he/she will immediately report any theft or loss of PC and/or mobile device, as well as  when the Payment service consumer suspects of unauthorised use of e-services, he/she is obliged to immediately notify the Bank hereof. The Bank enables the Payment service consumer to report the relevant case 24/7;

· That he/she will notify the Bank of any change of information necessary for smooth and safe use of e-services, namely: numbers of mobile telephones or e-mail addresses through which some e-services are used. If the Payment service consumer fails to do so, the Bank will consider the latest information as relevant, as submitted by the Payment service consumer to the Bank and the Bank shall not be held responsible for any damage arising from unupdated information;
· That he/she shall deliver to the Bank accurate information in all documents from the Framework Agreement, otherwise the Bank is not responsible for incorrect data presented by the Payment service consumer.

The Payment service consumer is obliged to keep secret the credentials, username, password and PIN for the access to e-services and to ensure that they are not accessible to unauthorised persons, who could abuse the information.

The Bank’s responsibility
Article 11
The Bank has the right to disable the use of SMS OTP authentication tool if it finds out directly or indirectly that the registered number of mobile telephone is not owned by the Payment service user any more.

In case of any doubt that the mobile number and mobile device of the Payment service consumer through which authentication tool is used are abused, the Bank has the right to disable temporarily or permanently the use of authentication tool and immediately notify the Payment service consumer of potential abuse of the mobile number and device.

The Bank is not responsible for any damage suffered by the Payment service consumer due to force majeure, war, riots, terrorist act, natural or environmental disasters, epidemics, strikes, electricity cuts, interference in telecommunications and other traffic, decisions and actions of government authorities, as well as any similar causes the occurrence of which cannot be assigned to the Bank, due to which the Payment service 


consumer is enabled access to e-services.
The Bank is not responsible for any loss or destruction of data on the equipment used by the Payment service consumer for accessing e-services, as well as if the Payment service consumer makes available his/her e
equipment or parameters for the use of e-services to third persons.

The Bank is responsible only for submission of parameters for authentication tool to the Payment service consumer, if the Payment service consumer opted for execution of transactions by e-services.

The Bank can make short interruption of e-services, for the purpose of system upgrade, repair or maintenance of installation of the Bank.

The Bank reserves the right to enter, integrate changes and adapts the current system and safety regulations.

The Bank does not guarantee and take any responsibility for technical equipment and computer programs, which are not integral part of e-services.

The Bank is not responsible for any wrong message and/or omission to deliver timely order and/or information initiated by using e-services, due to any disturbances and interruptions in telecommunications, PTT connections, due to any failure on PC or mobile device of the Payment service consumer.
Termination of e-services
Article 12
The Payment service consumer may terminate e-services in full or partially only against a written request submitted to the Bank. The request for termination of e-services is submitted by the Payment service consumer in writing, by post or directly in any organisational unit of the Bank.

The Bank has the right to terminate e-services to the Payment service consumer under the following conditions:

1) In case of justifiable suspicion on unauthorised use of e-services;

2) In the case of using e-services for the intention of fraud;

3) If the Payment service consumer untimely settles his/her obligations under any agreement concluded with the Bank;

4) If it turns out that any information of the Payment service consumer or Authorised user submitted to the Bank by the Payment service consumer is not complete, accurate, true or updated;
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5) If the Payment service consumer uses e-services for not longer than one year;

6) If the Payment service consumer does not obey these General Terms;

7) If the Bank and Payment service consumer terminates the Framework Agreement for dinar or fx account.

Blocking/deblocking the use of e-banking services

Article 13
The Payment service consumer agrees that the Bank can disable the use of payment instrument (blocking payment instrument), if there are justifiable reasons regarding the safety of the payment instrument, if there is any doubt of unauthorised use of the payment instrument or its use for fraud or if there is increased risk that the Payment service consumer will not be able to fulfil his/her payment obligation when the use of the payment instrument is related to a loan and/or overdraft approval on the payment account of the Payment service consumer.
The Bank is obliged to notify the Payment service consumer of the intention to block the payment instrument and the reasons thereof. If it is not able to notify him/her before blocking the payment instrument, the Bank will do it immediately after blocking, unless such notification is forbidden by law or if there are justifiable safety reasons for that.
The Bank has the right to block the payment instrument:
· If the Payment service consumer / Authorised user acts contrary to provisions of these General Terms,
· If there is any suspicion of unauthorised use or use of the payment instrument with the intention of fraud and/or abuse of the same,
· If the Payment service consumer reports to the Bank loss, theft or abuse of the payment instrument,
· If the Payment service consumer does not settle his/her obligations to the Bank upon receipt of a written warning,
· If the Payment service consumer has submitted a request for blocking the payment instrument.
The payment instrument must not be used in the way and for the purposes other than in accordance with regulations.

In the case not settling obligations (fees and costs) on the payment account, the Bank can disable further use of the payment instrument.



Fees
Article 14
The Bank collects the fee in accordance with the tariff which regulates the fee for services to retail customers.

The Payment service consumer confirms by his/her signature on the Application Form that he/she agrees and authorises the Bank to collect all fees regarding some or all e-services, all in accordance with the tariff of fees for services to retail customers.

For e-services that provide execution of payment transactions by debiting the payment account of the Payment service consumer, the Bank collects the fee for each single payment transaction executed in such way, in accordance with the tariff regulating the fees for providing services to retail customers.

The Bank has the right to change the fee amount and it shall notify the Payment service consumer minimum 2 (two) months before these amendments come into force.

The Bank’s foreign exchange rate list shall be available in business premises and website of the Bank.

Providing information and notifications

Article 15
The Bank shall notify the Payment service consumer of all amendments and novelties regarding the provision of e- services.

The Bank makes available to the Payment service consumer the information of executed payment transactions in the form of a single verification of the executed payment order, by reviewing the current account turnover and by reviewing the statement of the relevant account.

The review of the existing balance and changes in the current account enabled by using e-services is only of informative nature and cannot be used as official information on the balance and changes in the current account of the Payment service consumer. The statement of changes and balance in the current account is the only official Bank’s document of account changes and balance.

Period of providing services

Article 16
The Bank approves the use of e-services to the  Payment  service consumer for an indefinite time period.
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Transitional and closing provisions
Article 17
The Payment service consumer confirms that he is acquainted with these General Terms, that he/she had sufficient time to get acquainted with their contents and that he/she agrees with them in full.

During the validity of the Framework Agreement, the Payment service consumer has the right to request a copy of this agreement and the General Terms, as well as the information of obligatory elements of the agreement, submitted in pre-agreement phase, in paper form or other durable data keeper.

For everything that is not agreed in these General Terms, the provisions of the General Terms and Conditions for current accounts will apply. In case that any provision of the General Terms and Conditions for current accounts regulates the present subject-matter in a different way, provisions of these General Terms shall apply.


Article 18
The General Terms shall come into force as on the date of their enacting and they have to be presented on a prominent place in the Bank’s business premises and on its website, not later than 15 days before commencement of their application, and they will be applied from 1.1.2021. 

The Payment Service Consumer may agree that the General Terms shall have legal effect before the day of their application commencement referred to in the previous paragraph.
Upon the commencement of the application of the General Terms, the General Terms and Conditions

for the Use of E-banking Services for Retail Customers applied since 1.10.2015 shall cease to be valid, together with the Decision on supplements to the General Terms and Conditions for the Use of E-banking Services for Retail Customers no. 4536 of 27.9.2018. 

Number: 3628

Date 15.10.2020
HALKBANK a.d. Beograd

SUPERVISORY BOARD
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